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[ntuition

Intuition: Digital analogue of physical signatures

Signer signs a message m to produce a signature o

@ A Verifier can verify that o is indeed generated for a message
m

An adversary cannot forge a signature

Two types:

© Private Key: Message Authentication Codes
@ Public Key: Digital Signatures
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Message Authentication Codes

@ Intuition: Signer and Verifier “share a secret”

e Key Generation Algorithm: Gen(1") outputs secret key k

@ “Signing” Algorithm: Tag,(m) outputs the tag o

@ Verification Algorithm: Ver,(m, o) is 1 if and only if o is a
valid tag of m under the secret key k

Security: An adversary with oracle access to the tag oracle
cannot forge the tag of a message
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MAC: Algorithme
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MAC: Algorithms -

° k (i Gen(ln)
@ 0 (i Tagk(m)

e Verp: M xT —{0,1}
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MAC: Algorithms

o k< Gen(1")
o o < Tag,(m)
e Verp: M x T — {0,1}

o Correctness:
Prlk < Gen(1"), o < Tag,(m): Ver(m,o) =1] =1
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MAC: Algorithms

k < Gen(1")

o Tag,(m)

Very: M x T —{0,1}

Correctness:

Prlk < Gen(1"), o < Tag,(m): Ver(m,o) =1] =1

Security: For all n.u. PPT adversary A there exists a negligible
v(-) such that:

$ .
k 1"
Pr +Gen(1™) . A did not query m A

<
(m,a)iATagk(J(l”) - Veri(m,o)=1 < v(n)
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MAC: Constr”Ctio_

o PRF — MAC

@ Gen(1™): Output k & {0,1}"
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MAC: Construction

e PRF = MAC

e Gen(1"): Output k < {0,1}"
e Tag,(m): Output fi(m)
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MAC: Construction

e PRF = MAC
o Gen(1"): Output k < {0,1}"
e Tag,(m): Output f(m)

e Very(m,o): Output f(m) Lo
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MAC: Construction

PRF — MAC
Gen(1"): Output k < {0,1}"
Tag,(m): Output fi(m)

Veri(m,o): Output fi(m) p
Think: Proof?
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One-time MAC

@ (Only modification) Security: Adversary is allowed only one
query
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One-time MAC

@ (Only modification) Security: Adversary is allowed only one
query
@ Unconditionally-secure construction exists
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One-time MAC

@ (Only modification) Security: Adversary is allowed only one
query

@ Unconditionally-secure construction exists

@ Think & Read
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Digital Signature

@ Intuition: Only Signer can sign and everyone can verify
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Digital Signature

@ Intuition: Only Signer can sign and everyone can verify

o Key Generation Algorithm: (sk, pk) < Gen(1")
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@ Intuition: Only Signer can sign and everyone can verify
o Key Generation Algorithm: (sk, pk) < Gen(1")
e Signing Algorithm: o < Signg, (m)

Lecture 10: Authentication



Digital Signature

@ Intuition: Only Signer can sign and everyone can verify
o Key Generation Algorithm: (sk, pk) < Gen(1")

e Signing Algorithm: o < Signg, (m)

o Verify Algorithm: Verpy(m,o): M xS — {0,1}
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Digital Signature

Intuition: Only Signer can sign and everyone can verify

Key Generation Algorithm: (sk, pk) < Gen(1")

Signing Algorithm: o & Signg, (m)
Verify Algorithm: Verp(m,o): M xS — {0,1}

Correctness:
Pr[(sk, pk) < Gen(1"), 0 <= Signg(m): Verp(m, o) = 1] = 1
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Digital Signature

Intuition: Only Signer can sign and everyone can verify

Key Generation Algorithm: (sk, pk) < Gen(1")

Signing Algorithm: o & Signg, (m)

Verify Algorithm: Verp(m,o): M xS — {0,1}

Correctness:

Pr[(sk, pk) < Gen(1"), 0 <= Signg(m): Verp(m, o) = 1] = 1
Security:

Pr (sk,pk)iGen(l") . Adid not query m A

: <v(n
(m,o’)(i.ASig"sk(')(l",pk) Verp(m,o)=1 X ( )

Lecture 10: Authentication



Digital Signature

Intuition: Only Signer can sign and everyone can verify

Key Generation Algorithm: (sk, pk) < Gen(1")

Signing Algorithm: o & Signg, (m)

Verify Algorithm: Verp(m,o): M xS — {0,1}

Correctness:

Pr[(sk, pk) < Gen(1"), 0 <= Signg(m): Verp(m, o) = 1] = 1
Security:

(sk,pk)iGen(l") . Adid not query m A

Pr _ /|
(m,U)(iASig"sk(')(]_"7pk) Verp(m,o)=1

< v(n)

@ One-time Digital Signatures: Adversary is allowed only one
query
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One-time Digital Signature:
Signature)

1 2
o s [
: Ne)
1

BOBNG

, Where Xl(7) £40,1}" for all i € [n]
and b € {0,1}

[m]
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One-time Digital Signature: Construction (Lamport's
Signature)

ROMNCOEENG

1 X1 e X
and b € {0,1}

(1) (2 (n) ; ;
° pk:= (le) i‘é) j:?n))' where ylg') = f(x[()')) for all i € [n]

1 -1

and b € {0, 1}t

@ o) ) s . _
@ sk:= ("9, 0 | where x. 7 < {0,1}" for all i € [n]
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One-time Digital Signature: Construction (Lamport's
Signature)

@ o) ) s . _
o sk:= ("% % 0 |, where x,7 < {0,1}" for all i € [n]
X X X1

and b € {0 1}

(1) (2 (n) . .
e pk:= (y‘(’l) oy y‘gn)>, where ylg') = f(xl()')) for all i € [n]
Y i’
and b € {0,1}

e Sign, (m): o= (Xr(m)a r(n22)7---’ r(rfn)>
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One-time Digital Signature: Construction (Lamport's

Signature)

x§D XD
o sk := BANCINT , where xb &{0,1}" for all i € [n]

X X1
and b € {0 1}
W @ o . ; _
° pk:= (i‘(’l) 22) y‘lg,,)>, where ylg) = f(xl())) for all i € [n]
and b € {0,1}
e Sign, (m): o= (Xr(m)a r(n22)7---’ r(rfn)>

° Verpk(a) DN igln] f(o',') i )/r(ni,-)
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One-time Digital Signature: Construction (Lamport's

Signature)

1,2
L Xy ' Xg e
o sk = < ()

X(l) X

and b € {0 1}
e (A
"'y

and b € {0, 1}1>

e Signg (m): o =

o Verp(o):
@ Proof?

A iern f(oi) Ly

(n)
X‘g)> where xb &{0,1}" for all i € [n]

X

e ) where ylgi) = f(xl()i)) for all i € [n]

(2,52, 2)

(1)
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